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1.2

Introduction

Microsoft Active Directory to Logon

Microsoft Active Directory (AD) provides services such as Windows login and VIA
client login. It also supports a wide range of directory services used by Microsoft
applications. One of the most critical network services that the Active Directory
uses, is the Domain Name System (DNS). DNS services are often deployed on
Microsoft domain controllers (DC’s) along with other services, such as print and

file sharing.

This paper explains how a VIA device (VIA Campus PLUS, VIA Campus, VIA
Connect PLUS, VIA Connect PRO, VIA GO, VIA Collage) can be implemented
into your system and contains a full example installation for integrating VIA in a

Windows Server.

The implementation of a VIA device enhances the availability, performance and
manageability of your VIA system. Improved logon and easy room names are the

main topics.
DNS Services are Central to VIA Applications

The Domain Name System is the backbone of Active Directory and the principal
name resolution mechanism of Windows servers and clients. DNS is used to map
host names (e.qg., via.berlin or meetingl) to IP addresses (e.g., 192.168.1.39 or
10.10.1.100) and vice-versa, and can also be used to store and retrieve other

information about a host, such as which services it provides.
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Benefits with VIA in Your Active Directory and DNS

The following benefits are available after implementing the VIA into your AD/DNS.

DNS Mapped Host Names for your VIA System

VIA systems are ready to use DNS services. Out of the box they have a DHCP IP
or are configured to use a static address (192.168.1.39). This IP is always shown
on your wallpaper. While integrating VIA device into your DNS you can replace

this IP with an easy to enter name like: “room1” or “via.berlin”. Also the integrated

Web interface is now available for everyone with this name.

Via Login with AD Credentials

The VIA systems are able to read your login credentials and handshake every

user with the VIA System.

Every employee can now join the VIA system with the credentials that he/she uses
daily and doesn’t have to think about new ones. This makes it more productive,

less stressful and comfortable for everyone inside the company.

VIA User / Manager Groups in AD

Decide between the meeting leader and the participant. VIA is capable of handling

two groups to give your meeting more structure.

Users are allowed to display themselves immediately after a manager's

confirmation.
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How VIA AD Authentication Works

VLAN Mobile VLAN Deskiop

H 4

MAC

Students

O

i0s Android

Windows "]

VLAN Mobile

EDU Employees

0

Android

2

MAC

|" ios

windows |

VIAapp VIA APP
SW per client

Encryption
Service

User authentication
1o VIA Gateway

VIA APP

User authentication
to VIA Gateway

VIAapp
SW per client

Encryption
Service

Internet
ISP connection

Campus

Firewall & Rules

@ Lognt

AD Auth

Network

VIA encrypted data to Gateway
AD authentication

AD reply to VIA

Login ACK to Client

VIA Gateway
Compute Engine

"l

Server
AD, DNS, DHCP ,

VsM
Central Engine

Single Instance:

VIA DNS & AD Integration — Introduction




2 Installation Requirements

e Windows Server with sSAMAccountName support.

e DNS — Domain Name System as central for Microsoft-based and
non-Microsoft based devices.

e AD — Microsoft Active Directory as database for Windows and VIA login.
2.1 Windows Server Version

Install or use the already installed version of Windows Server to proceed with the
next steps.

This paper does not cover the installation of Windows Server on a machine as an operating
system (OS). For more information, consult your IT administrator or supporting company.

o Microsoft

X
MET

2
3
8
:

== Windows Server

. 2012R2
. gtandard

2.2 Setting Up DNS and AD in your Server

2.2.1  Changing Adapter Settings
Change your IP settings to make sure your server is running on a static address.

1. Right-click the Network Settings icon and go to your adapter.
== (T2
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2. Select Open Network and Sharing Center.

Troubleshoot problems
Open Network and Sharing Center

3. Navigate to Change adapter settings on the right side of the new Window.

Change adapter settings

4. Select your connected adapter and right-click to choose Properties.

5. Goto Internet Protocol Version 4 and click Properties.

Networking

Connect using:
| & Intel(R) 82574L Gigabit Network Connection }

This connection uses the following items:

¥ "% Client for Microsoft Networks

¥ JE}File and Printer Sharing for Microsoft Networks

W [BlQoS Packet Scheduler

[ -a- Microsoft Network Adapter Multiplexor Protocol
[Vl 2. Link-Layer Topology Discovery Mapper I/0 Driver
(W] s Link-Layer Topology Discovery Responder

- Intemet Protocol Version & (TCP/IPvE)

Y irtemet Prot ion 4 (TCP/IPv4)
| Install... | | Uninstall ‘ | Properties |
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected
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6. Assign a static address and choose as the pre-selected DNS server
address:

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
(®) Use the following TP address:

Subnet mask: 255 .255.255. 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192.168. 1 . 1
[ validate settings upon exit Advanced...

[oc [ col |

7. Confirm your changes by clicking OK and close all windows.
2.2.2  Adding Roles and Features by Wizard (Add DNS and AD)

1. Click the Server Managers Icon next to the windows icon in the taskbar.

Fﬁ
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2. The Server Manager now starts.

B Server Manager

Initially the Server looks empty.

¥ Locai Server
[ TR

#§ Fie and Siorage Semvices b

WELCOME TO SERVER MAMAGER

° Confiqure this local server

quice: sar

ROLES AND SERVER GROUPS
Rt 1 | Servir gromp: | | Seveer kst 1

s File and Storage
e 1 ¥ Local Server 1

Wi AllServers

@ wvanagesaiiny @ managensing

trents Eenss

Fforrarce Servem

BPA resits Partormance
wrA reits

® wanagesciy
Eens
Sarvicms
Perkormance

BPA results

3. Click Add roles and features.

0 Configure this local server

—

2 Add roles and features
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4. Make sure that the server is updated and has a strong admin password.

Click Next.
. DESTINATION SERVER
Before you begin WIN-FNES20D5PY
This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the ing needs of your ization, such as sharing d . or
hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

1f you must verify that any of the ing p isites have been close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Provicn | [ et | [

5. Choose if you want to install on the local machine, remote machine, virtual
machine or an offline HDD. Once selected, click Next.

DESTINATION SERVER

Select installation type WINFNESZQD5PY

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation

Server Selection
- Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Rats | [
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6. Select the server upon which to install roles/features and click Next.

DESTINATION SERVER

Select destination server WINFNES2OD5PY

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation

Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features

Filter:

Name 1P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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7. Select the roles to add. Select:
Active Directory Domain Services > DNS Server > DHCP Server

Note: After installing and running the DHCP Role you must deactivate any
other DHCP service in the same network. If you prefer to use DHCP from a
router or firewall, do not install the DHCP server.

DESTINATION SERVER.

Select server roles i —

Before You Bagin Select one or more roles to install on the selected server.

Installation Type Roles Description

~ Active Directory Certificate Services

(AD CS) is used to create

certification authorities and related

[] Active Directory Federation Services role services that allow you to issue

[[] Active Directory Lightweight Directory Services e e peac celifcaies used S
variety of applications.

[] Active Directory Rights Management Services

[ Application Server

[] DHCP Server

[ DNS Server

[7] FaxServer

[m] Fileand Storage Services (1 of 12 installed)
[ Hyper-v

[] Netwerk Policy and Access Services

[] Print and Document Services
[[] Remote Access
[[] Remote Desktop Services
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8. The Wizard prompts you to add features after clicking on one of the roles.

Install them if needed by clicking Add Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

IAddFeaturesH Cancel |
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9. Add features for DHCP:

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

|AddFeamrs| | Cancel |

10. Add features for DNS:

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

|.AddFeaturs|| Cancel |
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11. After finishing and adding all the Roles and features, click Next.

DESTINATION SERVER

Select server roles WIN-IFNES20D5PY

Select one or more roles to install on the selected server.

Befors You 2egin

Installation Type Roles Description
Server Selection ~ Domain Name System (DNS)
i i . yst=m (DNS) Server

g A‘"_"E Directory CE""‘fa‘E Senvices | provides name rasslution for TCP/IP

Active Directory Domain Services networks. DNS Server is easier o
Features [ Active Directory Federation Services manage when itis installed on the
AD DS ) ) came server 2= Active Directary

O Acu.va Directory Lb.gmwe\ght Directory Ser-vlces Dormain Services. Ifyou select the
DHCP Server [[] Active Directory Rights Management Services Active Directory Demain Services
DNS Server [] Applicstion Servar rale, you can install and configure

DNS Server and Active Directory

DHCP Server ! "
Domain Services towork together.

Confirmaticn

[ Fax Server

[H] File and Storage Services (1 of 12 installed]
[] HyperV

[7] Netwark Policy and Access Services

[] Print and Decument Services

-

[ Remote Access
[7] Remote Desctop Services

Install
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12. Add features like .NET Framework. This example is unchanged:

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

ADDS
DHCP Server
DNS Server
Confirmaticn

[:% Select one or more features to install on the selected server.

Features

b [B] NET Framework 45 Features (2 of 7 installed)
I [ Background Intelligent Transfer Service (BITS)
[ Bitlocker Drive Encryption
[] Bitlocker Netwark Unlock
[ 2ranchCache
[] client for NFS
[] Data Center Bridging
[ Direct Play
[ Enhanced Storege
[] Failover Clustering
[v] Group Palicy Management
[ 115 Hostable Web Core
[ Inkand Handwriting Services

<] " |

DESTINATION SERVER
WIN-IFNES2CDERY

Description

NET Framawori 2.5 combines the
power of the NET Framework 2.0
APls with new technolagies for
building applications that offer
appealing user interfaces, protect
your customers' persanal identity
information, enable cesmless and
securs communication, and provide
the ability to model a range of
business processes.

< Previous | [ Nex:>

‘ | Install H Cancel

13. Active Directory Domain Services (AD DS):

Before You Begin
Installation Type
Server Selection

Server Roles

Features

DHCP Server
DNS Server

Confirmation

Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services

which are required by AD DS.

<Previous | [ test> |

* To help ensure that users can still log on to the network in the case of a server outage, install a

DESTINATION SERVER
WIN-IFNESZQDERV

[ ] ]
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14. Dynamic Host Configuration Protocol (DHCP), if added previously:

DHCP Server ossmaon s

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection
Server Roles
Features Things to note:

AD DS * You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

DNS Server

Confirmation

15. Domain Name System (DNS):

DESTINATION SERVER
DNS Server WIN-IFNES2QDSPV
Before You Begin Domain Name System (DNS) provides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network c by using easy-to b
Installation Type names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,

ensuring that each host name will be unique across a local or wide-area network. Windows DNS services

Server Selection < ! ! N o
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating

Server Roles the need to add DNS records as computers are added to the network.
Features

_ Things to note:
AD DS

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
2long with other Directory Service data, making it easier to manage DNS,
*® Active Directory Domain Services requires a DNS server to be installed on the network. If you are

Confirmation installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

DHCP Server

< Previous | [ Next> Install Cancel

VIA DNS & AD Integration — Installation Requirements



16. Confirm the installation of the selected roles and features. If required, select
to restart the Server automatically otherwise you are prompted to restart
later.

: . . . DESTINATION SERVER
Confirm installation selections WINFNES20D5PY
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Typs [[] Restart the destination server automatically if required
Server Selaction Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
ADDS Active Directory Domain Services -
DHCP Server DHCP Server

DNS Server

DNS Server

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Teols
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AP NS Smam_lie 2nd Cammansl ins Tanle v

Expart configuration settings
Specify an alterate source path

Next >

17. Begin installation. This might take a few minutes.

DESTINATION SERVER

Installation progress WIN-FNES20DEPY

View installation progress

@ starting installation

Active Directory Domain Services

DHCP Server

DNS Server

Group Policy Management

Remote Server Administration Tools
Role Administration Tools

=T AD DS and AD LDS Tocs

Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
DHCP Server Tools
DNS Server Tools

Export configuration settings

<Previous | | Next> Install Cancel
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18. Results:

30

Add Roles and Features Wizard

nstallat

View installation progress

@ Feeture installation

Active Directory Domain Services

nal steps are required to make this machine a domain contraller.
Promote this server to a domain controller

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration

DNS Server

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
DHCP Server Tools
DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration s

Close

19. Add your recent Roles to your Taskbar or Start for easy and quick access
to all of them.

Pin to Start
Pin to Taskbar
Open in new window

Run as administrator
Unpin from Start

Open file location Pin to Taskbar

Open in new window
Run as administrator

Open file location
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3.1

Configuring DNS & AD

Prompt DHCP

1. Select from the prompt inside your Server Manager. (This only appears if

you selected to install the DHCP server):

§, Post-deployment Configura...

Configuration required for DHCP Server at WIN-

IFNES2QD5PV

(Ccmplete DHCP conhguratlon)

2. The install Wizard now opens.

Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users
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3. Summary and close:

Summary

The status of the post install configuration steps are indicated below:

Creating security groups we DONE
Please restart the DHCP server service on the target computer for the security groups to be
effective.

<prevous | [ Net> Concel
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3.2 Configuring Active Directory Domain Services

1. Select this from your Server Manager:

1 Post-deployment Configura... |

[ ]

Configuration required for Active Directory Domain
Services at WIN-IFNES20D5PV

Promote this server to a domain controller)

o Post-deployment Configuration
|
Configuration completed for DHCP Server at WIN-
IFNES2QD5PYV

2. The Wizard appears:

d - TARGET SERVER
Deployment Configuration WIN-IFNES2QDSPY

nt Configuration

Select the deployment operation
() Add a domain controller to an existing domain

(O Add a new domain to an existing forest

© Add a new forest

Specify the domain information for this operation

Supply the credentials to perform this operation

<No credentials provided>

More about deployment configurations

< Previous Next > nsta Cancel
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3. Select Add a new forest as we are not part of one in this example.

Select the deployment ocperation

_) Add a domain controller to an existing domain
() Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operaticn

*

Root domain name:

4. Choose a name for the domain. If you have a domain name, enter it here

(example, google.com):
Specify the domain information for this operation

Root domain name: kramergermany.local

5. Click Next to continue.

. - TARGET SERVER
Deployment Configuration WIN-IFNES2QDSPV

Deployment Configuration

Select the deployment operation

Specify the domain information for this operation

Root domain name: kramergermany.loca

More about deployment configurations

<previous | [ o> p—
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6. If you setup Win Server 2012 R2 make sure that all the computers are
compatible and if not, you may install older legacy versions.

2
. . TARGET SERVER

Domain Controller Options WIN-IFNES2QDSPV
Select functional level of the new forest and root domain
Forest functional level: | Windows Server 2012 R2 ]
Domain functional level: Windows Server 2012 R2 X
Specify domain controller capabilities
v erver
v
B nly dom: oD
Type the Directory Services Restore Mode (DSRM) password
Password:
Confirm password:
More about domain controller options

< Previous Next > Install Cancel

7. Enter the preferred DSRM password and click Next.

Read only domain controller (
Type the Directory Services Restore Mode (DSRM) password

Password: sssssses

Conﬁrrp\password: ssssssse
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8. Since the DNS is not yet specified this error appears. Ignore it and continue

by clicking Next. The DNS is added later.

i
DNS Options

TARGET SERVER
WIN-IFNES2QD5PV

| A A delegation for this DNS server cannot be created because the autheritative parent zone cannot be found... Show more X

Deployment Configuration . .
Specify DNS delegation options

Domain Controller Options

Create DNS delegation

Additional Options
Paths
Review Options

Prareguisites Check

More about DNS delegation

< Previous Next > Install

9. If you have legacy equipment, you may need this NetBIOS domain name. It

is chosen automatically like your domain name.

Additional Options

Deployment Configuration
Py Configurat Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options

= s The NetBIOS domain name: KRAMERGERMANY
DNS Options

Paths

Review Options

Praraquisites Chack

More about additional options

< Previous Install

TARGET SERVER
WIN-IFNES2QD5PV

VIA DNS & AD Integration — Configuring DNS & AD



10. An active directory is a database. It asks where to store the information.
Keep the default settings in this example.

TARGET SERVER
Paths WIN-IFNES2QD5PV

Deployment Configuration . . N
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

Ider: : T
DNS Options Disbacs ki CAWindows\NTDS
Additional Options Log files folder CAWindows\NTDS

SYSVOL folder: CAWindows\SYSVOL

BEE

Review Options
Frareguisitas Chack

More about Active Directory paths

ot [

11. Review your settings and confirm by clicking Next.

. . TARGET SERVER
Review Options WIN-IFNES20D5PV
Deployment Configuration Review your selections:
Domain Centroller Options Configure this server as the first Active Directory domain controller in a new forest. A
DNS Options
Additional Options

The new domain name is "kramergermany.local”. This is also the name of the new forest.

The NetBIOS name of the domain: KRAMERGERMANY

Paths

Forest Functional Level: Windows Server 2012 R2

Preraquisites Check Domain Functional Level: Windows Server 2012 R2
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous Install
(Mo || [ concel|
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12. The automatic installation begins and may take a few minutes.

ot TARGET SERVER
Prerequisites Check WIN-IFNES2QD5PV

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Verifying prerequisites for domain controller operation...
A View results

A\ If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous | Next > Install Cancel

13. The server checks for the needed prerequisites. If there is no red STOP
flag, continue since basic errors do not concern us now.
Click Install to continue:

. TARGET SERVER
Prerequisites Check WIN-IFNES2QDSPV

| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X

Deployment Configuration . - 3 . 5
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additional Options
pathe A View results
Review Options 1. Windows Server 2012 R2 domain controllers have a default for the security setting ol

named "Allow cryptegraphy algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “kramergermany.local”. Othenwise, no action is required. v

1. if you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites
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14. After installing you're prompted to log off prior to restarting.

You're about to be signed out

The computer is being restarted because Active Directory Domain Services was installed or removed

15. The server is now basically ready to use.

DNS Manager L
2w Help
o= HE 3 8
Name Type Status
QD5PV - | _|sdcs.kramergermany.local  Active Directory-Integrated Pr...  Running
Lookup Zones - | kramergermany.local Active Directory-Integrated Pr... Running

Lookup Zones

-

[

4 File Action View Help

b 34 kramergermany.local

Active Directory Users and Computers

TN EEE L EES T2
| Active Directory Users and Cum: [ Name Type
b Saved Queries | Saved Queries

Zidkramergerm... Domain

Description
Folder to store your favo.
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3.3

Entering a New VIA Host into your DNS

1. Select the zone to enter VIA.

View Help

File Actien
e

2 DNS
4 7 WIN-IFNES2QD5PV
a || Forward Lookup Zones
[% b - _msdcskramergerme
4 |- | kramergermany.local
b -] _msdes
bl _sites
b0 tep
b _udp
b [~ DomainDnsZones
b [ ForestDnsZones
] Reverse Lockup Zones
p (] Trust Points
p [ Conditional Forwarders
3 Global Legs

Name
|21 _msdes
[ _sites

7 tep
= _udp
|| DomainDnsZones

| ForestDnsZones

£ (same as parent folder)
g (same as parent folder)
ﬂ (same as parent folder)
& win-ifnes2qdSpv

Type

Start of Authority (SOA)
Name Server (NS)

Host (A)

Host (4)

Data

[19], win-ifnes2qd3pv.kra...
win-ifnes2qd3pv.kramerg...

192.168.1.1
192.168.1.1

2. Right-click the free area or right-click the zone itself to select New Host (A or

AAAA):

|| Forward Lookup Zones

[ _sites
.| _msdcs.kramergermz | | tep

Update Server Data File

b2l _ms

b | _site Reload

b O tep New Host (A or AAAA)...

P MEE e Alias (CNAME)...

b | Dom i

b [l Fore New Mail Exchanger (MX)...
| Reverse Loc New Domain...
[ ] Trust Point: New Delegation...

|| Conditional

Global Logs

Other New Records...
DNSSEC

All Tasks
View
Delete

Refresh
Export List...

Properties
Help
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3. Name your host. Later on, this name appears on the VIA screen.

Name (uses parent domain name if blank):

| berlin

Fully qualified domain name (FQDN):

| berlin.kramergermany.local.

IP address:
[ 192.168.1.39

[] Create associated pointer (PTR) record

[ Allow any authenticated user to update DNS records with the
SaMe oWNer name

| Add Host H Cancel |

4. Click OK to continue after creating the record.

ﬁ The host record berlin.kramergermany.local was successfully created.

5. Go to the Web page of your VIA to implement the data.

yVIA

&= 192.168.1.39/

6. Select Manage Gateway Settings.
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7. Login with your credentials or use the Admin access.
User: su
Password: supass

Captcha

Administrator Login

Password

Captcha Text
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8. Navigate to Network Settings:

KRAMER

User Management

VIA Management

| Network Settings

VIAPad Configuration

VIA Site Management

Wallpaper

Configuration

Advanced Configuration

Authentication

Gateway Features

Client Features(Window/Mac)

Mobile Features

Utilities

Audience Response System

9. Enter your IP related to the Host record and paste your DNS as well as

Gateway.
[ Device Information
Gateway IP 192.168.1.39
. Subnet Mask 255.255.255.0
. Default Gateway . 192.168.1.1
DNS Server 192.168.1.254

Apply Settings
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10. Click Apply Settings and move to System Configuration:

User Management

VIA Management

Network Settings

VIAPad Configuration

VIA Site Management

Wallpaper
| Configuration

Advanced Configuration

Authentication

Gateway Features

Client Features(Window/Mac)

Mobile Features

Utilities

Audience Response System

Home

11. Change the default address for the room name from 192.168.1.39 to your

host record. In this example it is “berlin®.

Room Code, Room Name Settings

4  Show Room Name on wallpaper berir | Room Name Color
J  Activate Room Code | Room Code Color

J  Always show onwallpaper

12. Click Apply and confirm your changes.

Do you want to proceed?

| Abbrechen
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13. Scroll to the end of the page and click Reboot.

14. Your Main display shows the correct room name “berlin” now.
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3.4

1. Navigate to your active directory on the server.

File Action View Help

b 25 48 XE A=z HB=

] Active Directory Usersand Com
P[] Saved Quesies
4 3 kramergermany.local

b [ Builtin

b ] Cemputers

2 Doemain Controllers
I [ ForegnSecurityPrincipal:
b7 Menaged Service Accour

Mame

3) Administrator

52 Allowed RODC Passwaerd Replication Gr...
52, Cert Publishers

52, Cloneable Domain Cortrellers
f&DEﬂied RODC Password Replication Group
2, DHCP Administrators

53, DHCP Users

52, DrsAdmins

%DnsUpdatEPloxy

aDomainAdmins

52, Demain Computers

52 Domain Controllers

52, Demain Guests

%Dumain Users

52 Enterprise Admins

H2,Enterprise Read-only Domain Controllers
%Gmup Policy Creator Owners

!_A Guest

52 Protected Users

HLRAS and IAS Servers

2, Read-cnly Domain Contrellers

52, 5chema Admins

52 WinRMRemoteWMIUsers_

LT

Type Description
User Built-in account for ad...

Security Group... Members in this group c...
Security Group.. Members of this group ..
Security Group... Members of thisgroup t..

Security Group..

Security Group... Members whe have ad...
Security Group... Members who have vie...
Security Group...  DNS Administrators Gro..
Security Group... DN3 clients who are per...
Security Group... Designated administrato...
Secwrity Group..  All workstations and ser..
Security Group..  All domain controllers i...
Security Group.. Al domain guests
Secwrity Group..  All domain users

Security Group..  Designated administrato...
Security Group... Members of this group ..
Security Group.. Members in this group c...
User Built-in account for gue..,
Sccurity Group...  Members of this group ..
Security Group..  Servers in this group can...
Security Group... Members of thic group ..
Security Group...  Designated administrato...
Security Group.. Members of this group ..

Members in this group c...

Adding an Active Directory Login to Your VIA Device

2. Create a new group for clients to join meetings on the VIA. Right-click Users

and create a new Group:
Groups cannot be nested but OUs can.

= Mana‘geo Service Accoul| | 2, DHCP Users Security Gro

Delegate Control... ins Security Gro

Find ateProxy Security Gro

Adminc Saciuiby Gro

| New 3 Computer ‘Gro

All Tasks 3 Contact ' Gro

View b Group *Gro

' Gro

Refrech InetOrgPerson . | 6o

Ermilfe msDS-ResourcePropertyList lero

mslmaging-PSPs

Properties S : Gro
MSMQ Queue Alias

Help Printer * Gro

82, RAS an User * Gro

2, Read-c Shared Folder "Gro

82 Schema mormms secuny Gro
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3. Assign a group name that is easy to identify.

% Createin:  kramergermany.local/Users

Group name:

| ViaClients

Group name (pre-Windows 2000):

| viaClients

Group scope
) Domain local
(®) Glabal

() Universal

Group type
(®) Security
() Distribution

| cancel |

4. Click OK to confirm. Repeat for the next group of moderators.

a Createin:  kramergermany.local/Users

Group name:

| ViaModerators

Group name (pre-Windows 2000):

| ViaModerators

Group scope
() Domain local
®) Global

O Universal

Group type
®) Security
(O Distribution
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5. When finished, add users to the groups to ensure that each has access to
the VIA device. Double-click the group and go to members.

General | Members | Member Of | Managed By |

Members:
Name Active Directory Domain Services Folder

[ ok || Camcel || oph

6. Click Add to add members to the group. The following window appears.
Enter the name of a user or object inside the AD and click Check Names:

Select this object type:

IUwr:, Service Accounts, Groups, or Other objects I I Object Types... |
From this location:

Ihamevgemavyjocal | I Locations... |

Enter the object names to select (examples):
fars| Check Names

Advanced... [ ok || cancel |

7. After checking, the name is written in full text. Add more members or objects
to each group to populate with your employees. Click OK to finish.

Enter the object names to select (examples):

Lars LD. Duziack (ars @kramergermany local Check Names
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8. Click Apply to apply the settings to your group and click OK to confirm and

close the window.

- Members | Member Of | Managed By

Members:

MName Active Directory Domain Services Folder
3. Lars LD. Duzi... kramergemany local/Users

[ ok || cancel || Aol |

9. After completing, go to your VIA Web pages. Enter the AD data into the VIA

device.

/VIA xt

= 192.168.1.39/

10. Select Manage Gateway Settings.
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11. Login with your credentials or use the admin access.
User: su
Password: supass

Captcha

Administrator Login

Captcha Text

Type the two words:
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12. Navigate to Authentication:

User Management

VIA Management

Network Settings

VIAPad Configuration

VIA Site Management

Wallpaper

Configuration

Advanced Configuration

| Authentication

Gateway Features

Client Features(Window/Mac)

Mobile Features

Utilities

Audience Response System

Home
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13. Select Activate Moderator Mode, confirm the popup and choose Active
Directory.

Authentication

Activate Moderator Mode

—Authentication Mod

O Database Based O Active Directory O Basic

Kindly reboot the server forimpact Do you want fo proceed?

[ ok | |Avorecnen

14. The side enlarges, and you can enter the data to connect your clients and

moderators with the VIA device system.

W Activate Moderator Mode

rAuthentication Mod

O Database Based @ Active Directory O Basic

r—Active Directory Settings-

Active Directory Domain kramergermany.local

@ Group Based O ou Based

VIA Group/OU Active Directory Group/OU
Moderator ViaModerators

Participant ViaClients

15. Apply your changes.
The system now reboots.
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16. Change your Host file if needed.

A. On your VIA unit, open the Features menu and click Settings.

4 a8

Whiteboard Participants —

| Ay | N [/
S & W "t

Cloud Wab Browsing Screen Share Third Party Apps File Transfer

e = 0 @

Chat HDMI Input Picture in Picture Shutdown Reboot

%7 il

Settings Oisplay Layout

B. Enter the Super User name and Password, (defaults are su and supass).

© Super User ) General User

User Name su

Password |

=
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C. On the LAN Settings tab, click Host Configurator.

v A Settings

Third Party Apps System Controls

1P Configuration: ) Static ® DHCP

IP Address 10.10.40.51

Host Configurator Apply Settings
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D. Add the IP of your Server, followed by a TAB and the domain name, for
example:
IP<TAB>Domain<TAB>#Description
192.168.1.1 kramergermany.local #DNS

# Copyright (c) 1993-2009 Microsoft Corp.
=

= This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

=

= This file contains the mappings of IP addresses to host names. Each

= entry should be kept on an individual line. The IP address should

= be placed in the first column followed by the corresponding host name.
= The 1P address and the host name should be separated by at least one
= space.

=

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

=

# For example:

=

= 102.54.94.97 rhino.acme.com * source server

= 38.25.63.10  x.acme.com = x client host

= localhost name resolution is handled within DNS itself,
= 127.0.0.1 localhost
= 851 localhost

192.168.1.1 kramergermany.local  #DNS-AD

17. Click Save and then reboot after confirming the prompt window.

w VIA — lﬂﬂ

VIA The document has been modified.

Do you want to save your
changes?

Save Cancel
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18. Your login data is now available for VIA to use. Every user with an AD

account can easily join any meeting on VIA.

x
KRAMER
Welcome to VIA !
Raum Name |10.10.40.51 - |
Benutzername [Iars |
Passwort |:!uu|||||.... |
Code [4459| l
Powered By WOW Vision V-2.0.0616.744

For a better user experience you can disable the room code. Once disabled, users don’t need visible contact

to the screen attached to your VIA.

This guide covers only topics directly related to basic AD/DNS/DHCP setup for
VIA. Several more options are available for the specific roles than are discussed in
this document. Consult your network administrator or contracted company for

deeper information related to this topic.
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